KYLIN-5442 Ticket auto-renewal is not
supported when kerberos is enabled for the

real-time feature, resulting in failure of the
build job

Design

This article only introduces Kafka Kerberos use keytab authentication scenarios.

The official Kafka doc: https://kafka.apache.org/documentation/#consumerconfigs

3. Configuring Kafka Clients

To configure SASL authentication on the clients:

1. Clients (producers, consumers, connect workers, etc) will authenticate to the
cluster with their own principal (usually with the same name as the user
running the client), so obtain or create these principals as needed. Then
configure the JAAS configuration property for each client. Different clients
within a JVYM may run as different users by specifying different principals.
The property sasl.jaas.config in producer.properties or
consumer.properties describes how clients like producer and consumer can
connect to the Kafka Broker. The following is an example configuration for a

client using a keytab (recommended for long-running processes); ————

sasl.jaas.config=com.sun.security.auth.module.Krb5l
usekKeyTab=true
storeKey=true \
keyTab="/etc/security/keytabs/kafka_client.keyl
principal="kafka-client-1@EXAMPLE.COM";

You can see that the officially recommended Long-Running application uses keytab to log in
Kerberos.


https://kafka.apache.org/documentation/#consumerconfigs

Original Design

The first version of Kafka adaptation Kerberos done before, and the part Design about Kafka

Kerberos certification is like this.

kafka_jaas.conf
KafkaClient {

useKeyTab=true
storeKey=true

serviceName="kafka";

com.sun.security.auth.module.Krb5LoginModule required

keyTab="/home/4xuser/keytab/4xuser.keytab"
principal="4xuser@KYLIN.COM"

i

KE as Kafka Client

a

com.sun.security.auth.module.Krb5LoginModule required
useKeyTab=true

storeKey=true
keyTab="/home/4xuser/keytab/4xuser.keytab"
principal="4xuser@KYLIN.COM"
serviceName="kafka";
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There will be the following questions

e Require all node machines on Yarn to put the keyTab file in the same directory, otherwise

Spark as Kafka Client

AN

com.sun.security.auth.module.Krb5LoginModule required
useKeyTab=true

storeKey=true
keyTab="/home/4xuser/keytab/4xuser.keytab"
principal="4xuser@KYLIN.COM"
serviceName="kafka";

Spark Executor will fail to find the keyTab file when connecting to Kafka.

This is also the point that this ISSUE aims to address.

Current Design



kafka_jaas.conf

KafkaClient {
com.sun.security.auth.module.Krb5LoginModule required
useKeyTab=true
storeKey=true
keyTab="/home/4xuser/keytab/4xuser.keytab"
principal="4xuser@KYLIN.COM"
serviceName="kafka";
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for spark executor
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{KYLIN_HOME}/hadoop_conf/kafka_jaas.conf

KafkaClient {
com.sun.security.auth.module.KrbSLoginModule required
useKeyTab=true
storeKey=true
keyTab="4xuser.keytab"
principal="4xuser@KYLIN.COM"
serviceName="kafka";

KE as Kafka Client

com.sun.security.auth.module.Krb5LoginModule required
useKeyTab=true

storeKey=true
keyTab="/home/4xuser/keytab/4xuser.keytab"
principal="4xuser@KYLIN.COM"
serviceName="kafka";

When starting a live build task
1. Spark Driver uses local {KYLIN_HOME}/conf/kafka_jaas.conf files.
2. Create {KYLIN_HOME}/hadoop_conf/kafka_jaas.conf
a. The keyTab inits contentisa relative path
b. Upload this keytab to the spark temporary directory for the executor to read

c. {KYLIN_HOME}/hadoop_conf/kafka_jaas.conf ,will beuploaded to the spark
temporary directory for the executor to read

d. Overwrite every time a live build task starts {KYLIN_HOME}/hadoop_conf/

3. When Spark Executor connects to Kafka, the keytab file used comes from the temporary
directory

At this point, Spark tasks do not require all machines to have a keytab file with the same path.

After the task starts, observe the env configuration of spark, you can see the following two
keywords

1 spark.driver.extraJdavaOptions=-Djava.security.auth.login.config=
{KYLIN_HOME}/conf/kafka_jaas.conf
2

3
4 spark.executor.extraJavaOptions=-
Djava.security.auth.login.config=./__spark_conf__/__hadoop_conf__/kafka_jaas.co
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3. Configuring Kafka Clients

To configure SASL authentication on the clients:

1. Clients (producers, consumers, connect workers, etc) will authenticate to the
cluster with their own principal (usually with the same name as the user
running the client), so obtain or create these principals as needed. Then
configure the JAAS configuration property for each client. Different clients
within a JVM may run as different users by specifying different principals.
The property sasl.jaas.config in producer.properties or
consumer.properties describes how clients like producer and consumer can
connect to the Kafka Broker. The following is an example configuration for a

client using a keytab (recommended for long-running processes); “f—

sasl.jaas.config=com.sun.security.auth.module.Krb5l
usekKeyTab=true \
storeKey=true \

keyTab="/etc/security/keytabs/kafka_client.keyi
principal="kafka-client-1@EXAMPLE.COM";
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https://kafka.apache.org/documentation/#consumerconfigs

kafka_jaas.conf
KafkaClient {

useKeyTab=true
storeKey=true

serviceName="kafka";

com.sun.security.auth.module.Krb5LoginModule required

keyTab="/home/4xuser/keytab/4xuser.keytab"
principal="4xuser@KYLIN.COM"
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KE as Kafka Client
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com.sun.security.auth.module.Krb5LoginModule required
useKeyTab=true

storeKey=true
keyTab="/home/4xuser/keytab/4xuser.keytab"
principal="4xuser@KYLIN.COM"
serviceName="kafka";
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Spark as Kafka Client
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com.sun.security.auth.module.Krb5LoginModule required
useKeyTab=true

storeKey=true
keyTab="/home/4xuser/keytab/4xuser.keytab"
principal="4xuser@KYLIN.COM"
serviceName="kafka";




kafka_jaas.conf

KafkaClient {
com.sun.security.auth.module.Krb5LoginModule required
useKeyTab=true
storeKey=true
keyTab="/home/4xuser/keytab/4xuser.keytab"
principal="4xuser@KYLIN.COM"
serviceName="kafka";
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KE as Kafka Client for spark executor
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{KYLIN_HOME}/hadoop_conf/kafka_jaas.conf

KafkaClient {
com.sun.security.auth.module.KrbSLoginModule required
useKeyTab=true
storeKey=true
keyTab="4xuser.keytab"
principal="4xuser@KYLIN.COM"
serviceName="kafka";

com.sun.security.auth.module.Krb5LoginModule required
useKeyTab=true

storeKey=true
keyTab="/home/4xuser/keytab/4xuser.keytab"
principal="4xuser@KYLIN.COM"
serviceName="kafka";
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1 spark.driver.extraJavaOptions=-Djava.security.auth.login.config=
{KYLIN_HOME}/conf/kafka_jaas.conf

2

3

4 spark.executor.extraJavaOptions=-

Djava.security.auth.login.config=./__spark_conf__/__hadoop_conf__/kafka_jaas.co
nf



