KYLIN-5421 LDAP user authentication
exception

Root Cause
Kylin is not case sensitive when logging in, so users can log in successfully.
But when checking permissions, the username is case sensitive

So the user can log in, but the permission is wrong.

Dev Design

The current spring security ldap framework calls the LdapUserDetailsMapper through the
LdapAuthenticationProvider to obtain authentication information and save the return as
authentication object for external use.

Therefore, rewrite the LdapUserDetailsMapper expansion point to
LdapCaselgnoreUserDetailsContextMapper, in order to make the expansion point effective, in
kylinSecurity.xml inject the object into the ldapUserDetailsService and userAuthProvider.

@Avtowired
@Qualifier("userService")
private LdapUserService ldapUserService;

@verride
public UserDetails mapUserFromContext(DirContextOperations ctx, String username,
Collection<? extends GrantedAuthority> authorities) {
String dn = ctx.getNameInNamespace();
this.logger.debug(LogMessage. format("Mapping user details from context with DN %s", dn))
LdapUserDetailsImpl.Essence essence = new LdapUserDetailsImpl.Essence();
_pssence. . setOn(dnl:
Map<String, String> dnMap = lda UserService.getDnMapperMap();
String realName = dnMap.get(dn);

. . name is %s", realName));

String passwordAttributeName = “"userPassword";

Object passwordValue = ctx.getObjectAttribute(passwordAttributeName);

if (passwordvalue != null) {
essence.setPassword(mapPassword(passwordValue));

}

essence.setUsername (realName);

// Add the supplied authorities

for (GrantedAuthority authority : authorities) {
essence.addAuthority(authority);

}

return essence.createUserDetails();

The realname is obtained based on the dn resolution.
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