KYLIN-5357

Dev Design

Fix new high-risk vulnerability CVE-2022-31692
E=H{EE Spring Security S&RIECVE-2022-31692, ZEMAALIRZAIIT
® 5.6.0 <=Spring Security <=5.6.8

® 5.7.0 <=Spring Security <=5.7.4

ERKZFENFLENERE (CVSS3XTD 7.4)

How to fix

¥ kylin root pom #fY spring-security-web k& 5.6.4 — 5.6.9

Fix new high-risk vulnerability CVE-2022-23221

Upgrade com.h2database:h2 toversion 2.1.210 or higher.

How to fix
1. #4% com.h2database 1.4.197 > 2.1.214

2. kylin-server . ke-smart-booter tZIRHHIHY com.h2database scope B4/ test

Fix new high-risk vulnerability CVE-2022-23457

Upgrade org.owasp.esapi:esapi toversion2.3.0.0 or higher.

How to fix



REBEANMCE, 2.3.0.0 iAEZEERE

Ffr LATE kylin root pomHR#TE LA M&FBEIA] B & spring-security-saml2-
core:1.0.10.RELEASE HIFY org.owasp.esapi:esapi:2.2.0.0

<esapi.version>2.3.0.0</esapi.version>
<dependency>

<artifactId>esapi</artifactId>

1

2

3

4 <groupId>org.owasp.esapi</groupIld>
5

6 <version>${esapi.version}</version>
-

</dependency>

Fix new high-risk vulnerability CVE-2022-34169

how to fix
1. ¥ spring-security-saml2-core ¥ xalan £ exclude 3=,

2. kylin-it BHRTHKH T xalan scope test , Mlisfk#fi,



