Attribute-Based Access Control
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authorization set in a pluggable and stackable way
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& Retrieves principal for user

& Maps principal to group names

& Imports auths from request

& Enforces minimum auths

& Maps identity attributes to auths



Attribute-Based Access Control

 Expectedin 0.98.3 or 0.98.4

— Support for LDAP / Active Directory

— Plugin will mix in auths corresponding to attributes of the
subject’s identity
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Attribute Mapping
<attribute>: <regex> — <label>

menberOf: .+ -> $1

division: .+ -> $1

departnent: .+ -> $1

enpl oyeel D: P[0-9]+ -> probationary
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