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Vulnerability —AppDOS -';-j Z:\jspwiki\JSPWiki_2_4_104\JSPWiki-src\src\com\ecyrd\jspwiki\difi\ExternalDiffProvider.java 165

Description:
The application contains a variety of different locations where unbound reads may theoretically expose the application to DOS attacks. If an attacker is capable of controlling whether the

reads continue he may cause the DOS attack.

Recommendation:
Ensure that the reads are bound by a certain threshold to prevent DOS potentials.

Buf f eredReader in = new Buf feredReader ( new StringReader( diffText ) );
StringBuffer out = new StringBuffer();
out . append(“<table class=\"diff\" border=\"0\" cellspacing=\"0\" cell paddi ng=\"0\">\n");
while( (line = in.readLine()) != null )
{
stop = CSS_DI FF_CLOSE;
if( line.length() > 0)
{

Vulnerability ~AppDOS -'-._-j Z:\jspwiki\JSPWiki_2_4_104\JSPWiki-src\src\com\ecyrd\jspwiki\providers\RCSFileProvider.java 148

Description:
The application contains a variety of different locations where unbound reads may theoretically expose the application to DOS attacks. If an attacker is capable of controlling whether the

reads continue he may cause the DOS attack.

Recommendation:
Ensure that the reads are bound by a certain threshold to prevent DOS potentials.

conpi | er. conpi | e( PATTERN_DATE ) ;
conpi | er. conpi | e( PATTERN_CHANGENCTE ) ;

Pattern datepattern
Pattern notepattern

bool ean found = fal se;

while( (line = stdout.readLine()) != null )
{
if( matcher.contains( |line, headpattern ) )
{
Mat chResult result = matcher. get Mat ch();
Vulnerability ~AppDOS -'-:-j Z:\jspwiki\JSPWiki_2_4 104\JSPWiki-src\src\com\ecyrd\jspwiki\SearchMatcher.java 67

Description:
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The application contains a variety of different locations where unbound reads may theoretically expose the application to DOS attacks. If an attacker is capable of controlling whether the
reads continue he may cause the DOS attack.

Recommendation:
Ensure that the reads are bound by a certain threshold to prevent DOS potentials.

int scores[] = new int[ maqueries.length ];
Buf f eredReader in = new BufferedReader( new StringReader( pageText ) );
String line = null;

while( (line = in.readLine()) != null )
{
line = line.toLower Case();
for( int j =0; j < maqueries.length; j++)
{
Vulnerability =~ AppDOS -'1._-'_'} Z:\jspwiki\JSPWiki_2_4 104\JSPWiki-src\src\com\ecyrd\jspwiki\providers\RCSFileProvider.java 471
Description:

The application contains a variety of different locations where unbound reads may theoretically expose the application to DOS attacks. If an attacker is capable of controlling whether the
reads continue he may cause the DOS attack.

Recommendation:
Ensure that the reads are bound by a certain threshold to prevent DOS potentials.

String line;
W ki Page info = null;
while( (line = stdout.readLine()) != null )
{
if( matcher.contains( line, revpattern ) )
{
info = new Wki Page( m engi ne, page );
Vulnerability ~AppDOS -'1._-'_':- Z:\jspwiki\JSPWiki_2_4 104\JSPWiki-src\src\com\ecyrd\jspwiki\providers\RCSFileProvider.java 278

Description:
The application contains a variety of different locations where unbound reads may theoretically expose the application to DOS attacks. If an attacker is capable of controlling whether the
reads continue he may cause the DOS attack.

Recommendation:
Ensure that the reads are bound by a certain threshold to prevent DOS potentials.

stderr = new Buff eredReader (new | nput St reanReader (process. getErrorStream)));
Pattern headpattern = conpil er.conpil e( PATTERN REVI SION );
while( (line = stderr.readLine()) != null )

if( matcher.contains( |line, headpattern ) )

Mat chResult nr = mat cher. get Mat ch() ;
checkedQut Versi on = Integer.parselnt( nr.group(l) );

Vulnerability ~AppDOS -'1._-'_} Z:\jspwiki\JSPWiki_2_4_104\JSPWiki-src\src\com\ecyrd\jspwiki\FileUtil.java 114

Description:
The application contains a variety of different locations where unbound reads may theoretically expose the application to DOS attacks. If an attacker is capable of controlling whether the
reads continue he may cause the DOS attack.
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Vulnerability

Vulnerability

Vulnerability

Recommendation:
Ensure that the reads are bound by a certain threshold to prevent DOS potentials.

{ resul t.append( |ine+"\n");

}Stri ngBuffer error = new StringBuffer();

while( (line = stderr.readLine()) != null )

{ error.append( line+"\n");

i}f( error.length() > 0 )
AppDOS -'1._-'_'} Z:\jspwiki\JSPWiki_2_4 104\JSPWiki-src\src\com\ecyrd\jspwiki\FileUtil.java 108
Description:

The application contains a variety of different locations where unbound reads may theoretically expose the application to DOS attacks. If an attacker is capable of controlling whether the
reads continue he may cause the DOS attack.

Recommendation:
Ensure that the reads are bound by a certain threshold to prevent DOS potentials.

stdout = new BufferedReader ( new | nput StreanReader (process. getlnputStrean()) );
stderr = new BufferedReader ( new | nput St reanReader (process. getErrorStream()) )

1

String line;

while( (line = stdout.readLine()) != null )

{ resul t. append( |ine+"\n");

}Stri ngBuffer error = new StringBuffer();
AppDOS -'1._-'_':- Z:\jspwiki\JSPWiki_2_4 104\JSPWiki-src\src\com\ecyrd\jspwiki\providers\RCSFileProvider.java 605
Description:

The application contains a variety of different locations where unbound reads may theoretically expose the application to DOS attacks. If an attacker is capable of controlling whether the
reads continue he may cause the DOS attack.

Recommendation:
Ensure that the reads are bound by a certain threshold to prevent DOS potentials.

/1 FIXME: Should this use encoding as well?

stderr = new Buff eredReader ( new | nput StreanReader (process. getErrorStream() ) );

while( (line = stderr.readLine()) != null )
{ | og. debug( "LINE="+line );
if( line.equal s("done") )
{ success = true;
AppDOS -'1._-'_} Z:\jspwiki\JSPWiki_2_4_104\JSPWiki-src\src\com\ecyrd\jspwiki\filters\SpampFilter.java 224
Description:
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Vulnerability

The application contains a variety of different locations where unbound reads may theoretically expose the application to DOS attacks. If an attacker is capable of controlling whether the

reads continue he may cause the DOS attack.

Recommendation:
Ensure that the reads are bound by a certain threshold to prevent DOS potentials.
{
Buf f eredReader in = new BufferedReader( new StringReader(list) );
String line;
while( (line = in.readLine()) != null )
{
line = line.trim();
if( line.length() == 0 ) continue; // Enpty line
if( line.startsWth("#") ) continue; // It's a comment
AppDOS -'1._-_'} Z:\jspwiki\JSPWiki_2_4_104\JSPWiki-src\src\com\ecyrd\jspwiki\providers\RCSFileProvider.java 212
Description:

The application contains a variety of different locations where unbound reads may theoretically expose the application to DOS attacks. If an attacker is capable of controlling whether the

reads continue he may cause the DOS attack.

Recommendation:
Ensure that the reads are bound by a certain threshold to prevent DOS potentials.

/Il Especially with certain versions of RCS on W ndows,
/'l process.waitFor() hangs unless you read all of the
// standard output. So we make sure it's all enptied.

/1

while( (line = stdout.readLine()) != null )

{

}

process. wai t For () ;
AppDOS -'1._-_":- Z:\jspwiki\JSPWiki_2_4_104\JSPWiki-src\src\com\ecyrd\jspwiki\providers\RCSFileProvider.java 394
Description:

The application contains a variety of different locations where unbound reads may theoretically expose the application to DOS attacks. If an attacker is capable of controlling whether the

reads continue he may cause the DOS attack.

Recommendation:
Ensure that the reads are bound by a certain threshold to prevent DOS potentials.

/1

Buf f er edReader error = null;

String elines = "";

error = new Buf f er edReader (new | nput St r eanReader (process. getErrorStream()));
String line = null;

while ((line = error.readLine()) !'= null)
{
elines = elines + |ine +"\n";
}
| og. debug( " Done, returned = "+process. exitValue());
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