OUNCE OUNCE FINDINGS REPORT

Authentication_Change_Password_Finding - Findings Report Oct 26, 2007 7:07:24 PM
Vulnerability — Authentication f ':._f'| Z:\jspwiki\JSPWiki_2_4_104\JSPWiki-src\src\com\ecyrd\jspwiki\auth\UserManager.java 342 287 ?g
Description:

The change password process does not require the user to enter his original password. If an attacker has hijacked the victims session or the victim has left his machine unlocked and an
attacker has access to his machine with a valid JSPWiki session up, an attacker can change the victims password.

Recommendation:
Consider forcing the user to re-enter their original passwords to prevent attackers who have compromised the users session to also change his password and 1. gain unbound account

access and 2. DOS the victim.

/l Extract values fromrequest stream (cl eanse whitespace as needed)
String | ogi nName = request. getParaneter( "l ogi nname" );

String password = request.getParaneter( "password" );

String w ki name = request. getParaneter( "w ki name" );

String full name = request. get Paraneter( "full name" );

String email = request.getParaneter( "email" );
| ogi nName = | nput Val i dator.isBlank( |oginName ) ? null : |oginNane;
password = | nputValidator.isBlank( password ) ? null : password;
wi ki nane = | nputValidator.isBlank( wikinane ) ? null : wikinane.replaceAl( "\\s", "" );
full nane = InputValidator.isBlank( fullnane ) ? null : full nang;
Vulnerability — Authentication f ':_j Z:\jspwiki\JSPWiki_2_4_104\JSPWiki-src\src\com\ecyrd\jspwiki\auth\UserManager.java 341 287 ?g

Description:
The change password process does not require the user to enter his original password. If an attacker has hijacked the victims session or the victim has left his machine unlocked and an

attacker has access to his machine with a valid JSPWiki session up, an attacker can change the victims password.

Recommendation:
Consider forcing the user to re-enter their original passwords to prevent attackers who have compromised the users session to also change his password and 1. gain unbound account

access and 2. DOS the victim.
Ht t pSer vl et Request request = context.get H t pRequest ();

/] Extract values fromrequest stream (cl eanse whitespace as needed)
String | ogi nName = request. get Paraneter( "l ogi nnane" );

String password = request. get Paranmeter( "password" );

String w ki name = request. get Paranmeter( "w ki name" );

String full name = request. get Paranmeter( "full name" );

String email = request.getParaneter( "email" );

| ogi nName = | nput Val i dator.isBlank( |oginName ) ? null : |oginNane;
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password = I nputValidator.isBlank( password ) ? null : password;

wi ki nane = I nputValidator.isBlank( wikiname ) ? null : w kinane.replaceAl( "\\s", "" );
Authentication 1) Z\ispwikiJSPWiki_2_4_104\SPWiki-src\src\comlecyrd\jspwikilauth\UserManager java 339 287 T3
Description:

The change password process does not require the user to enter his original password. If an attacker has hijacked the victims session or the victim has left his machine unlocked and an
attacker has access to his machine with a valid JSPWiki session up, an attacker can change the victims password.

Recommendation:
Consider forcing the user to re-enter their original passwords to prevent attackers who have compromised the users session to also change his password and 1. gain unbound account

access and 2. DOS the victim.

/! Retrieve the user's profile (may have been previously cached)
UserProfile profile = getUserProfile( context.getWki Session() );
Ht t pSer vl et Request request = context.get Htt pRequest () ;

/] Extract values fromrequest stream (cl eanse whitespace as needed)
String | ogi nNane = request. get Paraneter( "Il ogi nnane" );

String password = request.getParaneter( "password" );

String wi ki name = request. getParaneter( "w ki nanme" );

String fullname = request.getParaneter( "fullname" );

String email = request.getParaneter( "email" );

| ogi nName = | nput Val i dator.isBlank( |oginName ) ? null : |oginNane;
Authentication " Z:\jspwiki\JSPWiki_2_4_104\JSPWiki-src\src\com\ecyrd\jspwiki\auth\UserManager.java 201 287
Description:

The change password process does not require the user to enter his original password. If an attacker has hijacked the victims session or the victim has left his machine unlocked and an
attacker has access to his machine with a valid JSPWiki session up, an attacker can change the victims password.

Recommendation:
Consider forcing the user to re-enter their original passwords to prevent attackers who have compromised the users session to also change his password and 1. gain unbound account

access and 2. DOS the victim.

if ( newProfile )

{
profile = m database. newProfile();
if (user !'=null )
{
profile.set Logi nNane( user.get Name() );
}
if ( !'profile.isNew() )
{
throw new |11 egal St at eExcepti on(
"New profile should be marked 'new . Check your UserProfile inplenmentation." );
Authentication L] Z:\jspwiki\JSPWiki_2_4_104\JSPWiki-src\src\com\ecyrd\jspwiki\auth\UserManager.java 355 287
Description:

The change password process does not require the user to enter his original password. If an attacker has hijacked the victims session or the victim has left his machine unlocked and an
attacker has access to his machine with a valid JSPWiki session up, an attacker can change the victims password.

Recommendation:
Consider forcing the user to re-enter their original passwords to prevent attackers who have compromised the users session to also change his password and 1. gain unbound account

access and 2. DOS the victim.
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/'l A special case if we have container authentication
if ( m_engine. get Aut henti cati onManager (). i sCont ai ner Aut henti cated() )

/1 1f authenticated, login nane is always taken from contai ner
if ( context.getWkiSession().isAuthenticated() ) {
| ogi nName = cont ext. get W ki Sessi on() . get Logi nPri nci pal (). get Nane();

}
}

if ( profile.isNew() )
{

Authentication L] Z:\jspwiki\JSPWiki_2_4_104\JSPWiki-src\src\com\ecyrd\jspwiki\auth\UserManager.java 188 287

Description:
The change password process does not require the user to enter his original password. If an attacker has hijacked the victims session or the victim has left his machine unlocked and an

attacker has access to his machine with a valid JSPWiki session up, an attacker can change the victims password.

Recommendation:
Consider forcing the user to re-enter their original passwords to prevent attackers who have compromised the users session to also change his password and 1. gain unbound account

access and 2. DOS the victim.

if ( session.isAuthenticated() )

{
user = session.getUserPrincipal();
try
{
profile = mdatabase.find( user.getNane() );
newProfile = fal se;
}
cat ch( NoSuchPri nci pal Exception e )
{
}
Authentication ¥ Z:\jspwiki\JSPWiki_2_4 104\JSPWiki-src\web-root\JSPWiki.wanUserPreferences.jsp 28 287
Description:

The change password process does not require the user to enter his original password. If an attacker has hijacked the victims session or the victim has left his machine unlocked and an
attacker has access to his machine with a valid JSPWiki session up, an attacker can change the victims password.

Recommendation:
Consider forcing the user to re-enter their original passwords to prevent attackers who have compromised the users session to also change his password and 1. gain unbound account

access and 2. DOS the victim.

/'l Extract the user profile and action attributes

User Manager user Mgr = wi ki . get User Manager () ;

W ki Sessi on wi ki Sessi on = wi ki Cont ext . get W ki Sessi on();

/!l Are we saving the profile?

if( "saveProfile".equal s(request. getParanmeter("action")) )

{
UserProfile profile = userMr. parseProfile( w ki Context );
/] Validate the profile
user Myr. val i dateProfil e( w ki Context, profile );
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