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Classification CWE ID

Vulnerability — CrossSiteScripting # ;‘_} Z:\jspwik\JSPWiki_2_4_104\JSPWiki-src\web-root\JSPWiki.warntemplates\default\editors\preview.jsp 22 79 ?E

Description:
1. The preview.jsp uses the "action" parameter directly without validation/output encoding.
2. The PreviewContent.jsp will output the edited text directly without output encoding.

Recommendation:
Output Encode the value rendered to the user. Use the "TextUtil.replaceEntities()" method.

<f orm accept - char set =" <wi ki : Cont ent Encodi ng/ >" net hod="post"
acti on="<%acti on%"
nane="edi t Forn{' enctype="application/ x- wwform url encoded" >

<p>
<% - Edit.jsp & Conment.jsp rely on these being found. So be careful, if you make changes. --%
<i nput nanme="aut hor" type="hi dden" val ue="<%session.getAttribute("author")%" />
<i nput name="link" type="hi dden" val ue="<%session.getAttribute("link")%" />
<i nput nanme="renenber" type="hi dden" val ue="<%session.getAttribute("remenber")%" />
<i nput nane="page" type="hi dden" val ue="<wi ki: Vari abl e var ="pagenane"/>" />
<i nput nanme="action" type="hi dden" val ue="save" />
Vulnerability — CrossSiteScripting -';.‘_} Z:\jspwiki\JSPWiki_2_4_104\JSPWiki-src\web-root\JSPWiki.wartemplates\default\editors\preview.jsp 23 79 ?E
Description:

1. The preview.jsp uses the "action" parameter directly without validation/output encoding.
2. The PreviewContent.jsp will output the edited text directly without output encoding.

Recommendation:
Output Encode the value rendered to the user. Use the "TextUtil.replaceEntities()" method.

acti on="<%acti on%"
name="edi t Form' enctype="appl i cati on/ x- ww«+ f or m ur | encoded" >

<p>
<% - Edit.jsp & Conment.jsp rely on these being found. So be careful, if you make changes. --%
<i nput nane="aut hor" type="hi dden" val ue="<%session. getAttribute("author")%" />
<i nput name="|ink" type="hidden" val ue="<%session.getAttribute("link")%" />

<i nput name="renmenber" type="hi dden" val ue="<%session.getAttribute("remenber")%" />
<i nput nanme="page" type="hi dden" val ue="<w ki: Vari abl e var="pagenane"/>" />

<i nput nane="action" type="hidden" val ue="save" />

<i nput nane="edittime" type="hidden" val ue="<%pageContext.getAttribute("l astchange",
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CrossSiteScripting l'-;gu Z:\jspwiki\JSPWiki_2_4_104\JSPWiki-src\web-root\JSPWiki.war\templates\default\PreviewContent.jsp

Description:
1. The preview.jsp uses the "action" parameter directly without validation/output encoding.
2. The PreviewContent.jsp will output the edited text directly without output encoding.

Recommendation:
Output Encode the value rendered to the user. Use the "TextUtil.replaceEntities()" method.

This is a <strong>preview</strong> Ht "Keep Editing" to go back to the editor,
or hit "Save" if you're happy with what you see.
</ di v>
<di v cl ass="previ encontent">
<wi ki : Transl at e><%Edi t or Manager . get Edi t edText ( pageCont ext ) %</ w ki : Tr ansl| at e>
</ di v>
<div class="information">
This is a <strong>preview</strong> Ht "Keep Editing" to go back to the editor,
or hit "Save" if you're happy with what you see.

CrossSiteScripting l‘-;é Z:\jspwiki\JSPWiki_2_4_104\JSPWiki-src\web-root\JSPWiki.wartemplates\default\editors\preview.jsp

Description:
1. The preview.jsp uses the "action" parameter directly without validation/output encoding.
2. The PreviewContent.jsp will output the edited text directly without output encoding.

Recommendation:
Output Encode the value rendered to the user. Use the "TextUtil.replaceEntities()" method.

<i nput nane="page" type="hi dden" val ue="<w ki : Vari abl e var="pagenane"/>" />
<i nput nane="action" type="hi dden" val ue="save" />
<i nput nane="editti me" type="hidden" val ue="<%pageContext.getAttribute("l astchange",
PageCont ext . REQUEST_SCOPE ) %" />
<i nput nane="addr" type="hi dden" val ue="<%r equest . get Renot eAddr () %" />

</ p>
<t ext area styl e="di spl ay: none;" readonl y="true"
i d="edi torarea" nane="<%Editor Manager. REQ EDI TEDTEXT%" rows="4"
col s="80"><%Text Util.repl aceEntities(usertext)%</textarea>

CrossSiteScripting 1_:- Z:\jspwiki\JSPWiki_2_4_104\JSPWiki-src\web-root\JSPWiki.war\templates\default\editors\preview.jsp
Description:
1. The preview.jsp uses the "action" parameter directly without validation/output encoding.

2. The PreviewContent.jsp will output the edited text directly without output encoding.

Recommendation:
Output Encode the value rendered to the user. Use the "TextUtil.replaceEntities()" method.

name="edi t Forni' enctype="appl i cation/x- wwform url encoded" >

<p>
<% - Edit.jsp & Comment.jsp rely on these being found. So be careful, if you make changes. --%
<i nput name="aut hor" type="hi dden" val ue="<%session.getAttribute("author")%" />
<i nput name="|ink" type="hi dden" val ue="<%session.getAttribute("link")%" />

<i nput nane="renenber" type="hidden" val ue="<%session.getAttribute("renmenber")%" />
<i nput name="page" type="hi dden" val ue="<w ki: Vari abl e var ="pagenane"/>" />
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