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Classification CWE ID

Vulnerability

Vulnerability

Validation.Required @ Z:\jspwiki\JSPWiki_2_4_104\JSPWiki-src\web-root\JSPWiki.war\Edit.jsp 92 20 T3

Description:

The Edit.jsp will use a variety of different request parameters directly without validation and set session attributes with this tainted data. Later in different application components (JSPs)
these values will be used directly (sometimes without proper output encoding). It is recommended that these values be properly validated prior to setting them into the session as
attributes.

Exmaple 1: link is used as a hidden field from the session attribute directly, which is set in Edit.jsp
Example 2: remember is used as a hidden field here in Edit.jsp, it is set in Comment.jsp

Recommendation:
Validate each parameter prior to setting the value into the session attribute. Output Encode the value rendered to the user. Use the "TextUtil.replaceEntities()" method.

/| Soneone changed the page while we were editing it!

/1

| og. i nfo("Page changed, warning user.");

session. set Attribute( EditorManager. REQ EDI TEDTEXT, Editor Manager. get Edi t edText (pageContext) );
response. sendRedi rect ( wi ki . get URL(W ki Cont ext. CONFLI CT, pagereq, null, false) );

return;
}
/1
Validation.Required @ Z:\ispwiki\JSPWiki_2_4_104\JSPWiki-src\web-root\JSPWiki.war\Comment.jsp 75 20 75
Description:

The Edit.jsp will use a variety of different request parameters directly without validation and set session attributes with this tainted data. Later in different application components (JSPs)
these values will be used directly (sometimes without proper output encoding). It is recommended that these values be properly validated prior to setting them into the session as
attributes.

Exmaple 1: link is used as a hidden field from the session attribute directly, which is set in Edit.jsp
Example 2: remember is used as a hidden field here in Edit.jsp, it is set in Comment.jsp

Recommendation:
Validate each parameter prior to setting the value into the session attribute. Output Encode the value rendered to the user. Use the "TextUtil.replaceEntities()" method.

{

link = HtpUil.retrieveCooki eVal ue( request, "link" );
if( link == null ) link ="";

}

session.setAttribute( "link", link );
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/1

/1 Branch
/1
| og. debug( " previ ew="+previ ew+", ok="+o0k);
Vulnerability ~ Validation.Required I-;g- Z:\jspwiki\JSPWiki_2_4_104\JSPWiki-src\web-root\JSPWiki.war\Edit.jsp 169 20 EE
Description:

Info

The Edit.jsp will use a variety of different request parameters directly without validation and set session attributes with this tainted data. Later in different application components (JSPs)
these values will be used directly (sometimes without proper output encoding). It is recommended that these values be properly validated prior to setting them into the session as
attributes.

Exmaple 1: link is used as a hidden field from the session attribute directly, which is set in Edit.jsp
Example 2: remember is used as a hidden field here in Edit.jsp, it is set in Comment.jsp

Recommendation:
Validate each parameter prior to setting the value into the session attribute. Output Encode the value rendered to the user. Use the "TextUtil.replaceEntities()" method.

return;
else if( preview!= null )
{
| og. debug( " Previ ewi ng "+pagereq);
session. set Attri but e( Edi t or Manager . REQ_EDI TEDTEXT,
Edi t or Manager . get Edi t edText ( pageCont ext) ) ;
sessi on. set Attri bute("author", user);
session.setAttribute("link",link !'=null ? link : "" );
sessi on. set Attri but e("changenote”, changenote != null ? changenote : "" );
Info P14 Z:\spwiki\JSPWiki_2_4_104\JSPWiki-src\web-root\JSPWiki.war\Edit.jsp 169
Description:

The Edit.jsp will use a variety of different request parameters directly without validation and set session attributes with this tainted data. Later in different application components (JSPs)
these values will be used directly (sometimes without proper output encoding). It is recommended that these values be properly validated prior to setting them into the session as
attributes.

Exmaple 1: link is used as a hidden field from the session attribute directly, which is set in Edit.jsp
Example 2: remember is used as a hidden field here in Edit.jsp, it is set in Comment.jsp

Recommendation:
Validate each parameter prior to setting the value into the session attribute. Output Encode the value rendered to the user. Use the "TextUtil.replaceEntities()" method.

return;

else if( preview!= null )
{
| 0g. debug(" Previ ewi ng " +pagereq);
sessi on. set Attri but e( Edi t or Manager . REQ EDI TEDTEXT,
Edi t or Manager . get Edi t edText ( pageCont ext));
sessi on. set Attri bute("author", user);
session.setAttribute("link",link !'=null ? link : "" );

sessi on. set Attri bute("changenote", changenote != null ? changenote : "" );
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Vulnerability  Validation.Required l-ig. Z:\jspwiki\JSPWiki_2_4_104\JSPWiki-src\web-root\JSPWiki.war\Edit.jsp 171 20 T3

Info

Type Il

Description:

The Edit.jsp will use a variety of different request parameters directly without validation and set session attributes with this tainted data. Later in different application components (JSPs)
these values will be used directly (sometimes without proper output encoding). It is recommended that these values be properly validated prior to setting them into the session as
attributes.

Exmaple 1: link is used as a hidden field from the session attribute directly, which is set in Edit.jsp
Example 2: remember is used as a hidden field here in Edit.jsp, it is set in Comment.jsp

Recommendation:
Validate each parameter prior to setting the value into the session attribute. Output Encode the value rendered to the user. Use the "TextUtil.replaceEntities()" method.

else if( preview!= null )
{
| og. debug(" Previ ewi ng "+pagereq);
sessi on. set Attri but e( Edi t or Manager . REQ EDI TEDTEXT,
Edi t or Manager . get Edi t edText ( pageCont ext) ) ;
session. set Attribute("author", user);

session.setAttribute("link",link !'=null ? link : "" );

sessi on. set Attri but e("changenote”, changenote != null ? changenote : "" );

response. sendRedi rect ( wi ki . get URL(W ki Cont ext. PREVI EW pager eq, nul | ,fal se) );

return;
Info 4 Z\ispwiki\JSPWiki_2_4_104\JSPWiki-src\web-root\JSPWiki.war\Edit.jsp 92
Description:

The Edit.jsp will use a variety of different request parameters directly without validation and set session attributes with this tainted data. Later in different application components (JSPs)
these values will be used directly (sometimes without proper output encoding). It is recommended that these values be properly validated prior to setting them into the session as
attributes.

Exmaple 1: link is used as a hidden field from the session attribute directly, which is set in Edit.jsp
Example 2: remember is used as a hidden field here in Edit.jsp, it is set in Comment.jsp

Recommendation:
Validate each parameter prior to setting the value into the session attribute. Output Encode the value rendered to the user. Use the "TextUtil.replaceEntities()" method.

/1 Soneone changed the page while we were editing it!

/1

| 0og. i nfo("Page changed, warning user.");

session. set Attri bute( EditorManager. REQ EDI TEDTEXT, Editor Manager. get Edi t edText (pageContext) );
response. sendRedi rect ( wi ki . get URL( W ki Cont ext. CONFLI CT, pagereq, null, false) );

return;
}
/1
Validation.Required ) Z:\jspwikilJSPWiki_2_4_104\SPWiki-src\web-root\JSPWiki.war\Edit jsp 43 20 T5
Description:

The Edit.jsp will use a variety of different request parameters directly without validation and set session attributes with this tainted data. Later in different application components (JSPs)
these values will be used directly (sometimes without proper output encoding). It is recommended that these values be properly validated prior to setting them into the session as
attributes.

Exmaple 1: link is used as a hidden field from the session attribute directly, which is set in Edit.jsp
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Example 2: remember is used as a hidden field here in Edit.jsp, it is set in Comment.jsp

Recommendation:
Validate each parameter prior to setting the value into the session attribute. Output Encode the value rendered to the user. Use the "TextUtil.replaceEntities()" method.
}
/1
/Il WYSIWYG editor sends us its greetings
/1
String htnl Text = request. getParanmeter( "htnm PageText" );
if( htm Text !'= null && cancel == null )
{
text = new H m StringToW ki Transl ator (). transl at e(ht ml Text, wi ki Cont ext);
}
Info Info 14 Z\ispwikiJSPWiki_2_4_104\JSPWiki-src\web-root\JSPWiki.war\Edit.jsp 171
Description:

The Edit.jsp will use a variety of different request parameters directly without validation and set session attributes with this tainted data. Later in different application components (JSPs)
these values will be used directly (sometimes without proper output encoding). It is recommended that these values be properly validated prior to setting them into the session as
attributes.

Exmaple 1: link is used as a hidden field from the session attribute directly, which is set in Edit.jsp
Example 2: remember is used as a hidden field here in Edit.jsp, it is set in Comment.jsp

Recommendation:
Validate each parameter prior to setting the value into the session attribute. Output Encode the value rendered to the user. Use the "TextUtil.replaceEntities()" method.

else if( preview!= null )
{
| og. debug(" Previ ewi ng "+pagereq);
sessi on. set Attri but e( Edi t or Manager . REQ EDI TEDTEXT,
Edi t or Manager . get Edi t edText ( pageCont ext));
sessi on. set Attri bute("author", user);

session.setAttribute("link",link !'=null ? link : "" );

sessi on. set Attri bute("changenote", changenote != null ? changenote : "" );
response. sendRedi rect ( wi ki . get URL( W ki Cont ext . PREVI EW pager eq, nul | , fal se) );
return;
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