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Classification CWE ID

Vulnerability

Vulnerability

Vulnerability

Validation.EncodingRequired # ;‘_} Z:\jspwiki\JSPWiki_2_4_104\JSPWiki-src\src\com\ecyrd\jspwiki\tags\CalendarTag.java 288

Description:
The following tags are observed to render contents directly to the pageContext without Output Encoding. It may be possible for XSS to occur in each of these tags.

Recommendation:
Output Encode the value rendered to the user. Use the "TextUtil.replaceEntities()" method.

out.wite( "<table class=\"cal endar\">\n" );
Ht t pSer vl et Request htt pServl et Request = m wi ki Cont ext . get Ht t pRequest () ;
String queryString = engine. saf eGet QueryString( httpServl et Request );
out.wite( "<tr>"+

get Mont hNavi Li nk(prevCal ,"& t; & t;", queryString)+

"<td col span=5 cl ass=\"nont h\">"+

get Mont hLi nk( cal )+

"<ftd>"+

get Mont hNavi Li nk(next Cal , " &gt; &t;", queryString)+

CrossSiteScripting @ Z:\jspwiki\JSPWiki_2_4_104\JSPWiki-src\src\com\ecyrd\jspwiki\tags\CookieTag.java 181

Description:
The following tags are observed to render contents directly to the pageContext without Output Encoding. It may be possible for XSS to occur in each of these tags.

Recommendation:
Output Encode the value rendered to the user. Use the "TextUtil.replaceEntities()" method.

if( mvar !'=null ) {
int scope = get Scope( m scope );
pageCont ext . set Attri bute( mvar, out, scope );
} else {
try {
pageCont ext.getQut (). print( out );
} catch( | OException ioe ) {

log.warn( "Failed to wite to JSP page: " + ioe.getMessage(), ioe );
} }
}
CrossSiteScripting @ Z:\jspwiki\JSPWiki_2_4 104\JSPWiki-src\src\com\ecyrd\jspwiki\tags\EditorlteratorTag.java 112
Description:
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The following tags are observed to render contents directly to the pageContext without Output Encoding. It may be possible for XSS to occur in each of these tags.

Recommendation:
Output Encode the value rendered to the user. Use the "TextUtil.replaceEntities()" method.

if( bodyContent != null )

{
try
{
JspWiter out = getPreviousQut();
out. print (bodyContent.getString());
bodyCont ent . cl ear Body() ;
}
catch( | OException e )
{
log.error("Unable to get inner tag text", e);
Vulnerability — CrossSiteScripting F;:'_; Z:\jspwiki\JSPWiki_2_4_104\JSPWiki-src\src\com\ecyrd\jspwiki\tags\AttachmentsiteratorTag.java 127 79
Description:

The following tags are observed to render contents directly to the pageContext without Output Encoding. It may be possible for XSS to occur in each of these tags.

Recommendation:
Output Encode the value rendered to the user. Use the "TextUtil.replaceEntities()" method.

if( bodyContent != null )
{
try

{
JspWiter out = getPreviousQut();

out . print (bodyContent.getString());
bodyCont ent . cl ear Body() ;

}
catch( | OException e )
{
log.error("Unable to get inner tag text", e);
Vulnerability — CrossSiteScripting b3t Z:\jspwiki\JSPWiki_2_4 104\JSPWiki-src\src\com\ecyrd\jspwiki\tags\SearchResultlteratorTag.java 133 79

i

Description:
The following tags are observed to render contents directly to the pageContext without Output Encoding. It may be possible for XSS to occur in each of these tags.

Recommendation:
Output Encode the value rendered to the user. Use the "TextUtil.replaceEntities()" method.

if( bodyContent != null )
{
try

{
JspWiter out = getPreviousQut();

out . print (bodyContent.getString());
bodyCont ent . cl ear Body() ;

}
catch( | OException e )
{

log.error("Unable to get inner tag text", e);
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Vulnerability

Vulnerability

Vulnerability

CrossSiteScripting l'-;gu Z:\jspwiki\JSPWiki_2_4_104\JSPWiki-src\src\com\ecyrd\jspwikiltags\IteratorTag.java 142

Description:
The following tags are observed to render contents directly to the pageContext without Output Encoding. It may be possible for XSS to occur in each of these tags.

Recommendation:
Output Encode the value rendered to the user. Use the "TextUtil.replaceEntities()" method.

if( bodyContent != null )

{
try
{
JspWiter out = getPreviousQut();
out. print (bodyContent.getString());
bodyCont ent . cl ear Body() ;
}
catch( | OException e )
{
log.error("Unable to get inner tag text", e);
CrossSiteScripting l‘-;? Z:\jspwiki\JSPWiki_2_4_104\JSPWiki-src\src\com\ecyrd\jspwiki\tags\HistorylteratorTag.java 112
Description:

The following tags are observed to render contents directly to the pageContext without Output Encoding. It may be possible for XSS to occur in each of these tags.

Recommendation:
Output Encode the value rendered to the user. Use the "TextUtil.replaceEntities()" method.

if( bodyContent != null )

{
try
{
JspWiter out = getPreviousQut();
out . print (bodyContent.getString());
bodyCont ent . cl ear Body() ;
}
catch( | OException e )
{
log.error("Unable to get inner tag text", e);
Validation.EncodingRequired L] Z:\jspwiki\JSPWiki_2_4_104\JSPWiki-src\src\com\ecyrd\jspwiki\tags\LinkTag.java 425
Description:

The following tags are observed to render contents directly to the pageContext without Output Encoding. It may be possible for XSS to occur in each of these tags.

Recommendation:
Output Encode the value rendered to the user. Use the "TextUtil.replaceEntities()" method.

/1 Add any explicit body content. This is not the intended use
/1 of LinkTag, but happens to be the way it has worked previously.
if( mbodyContent != null )
{
String |inktext = mbodyContent.getString().trim();
out.write( linktext );
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